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Technical management processes
* Risk management
+ Quality assurance

Operation Retirement
Technical processes
+ Operation + Disposal
* Maintenance
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Security controls for loT service developer and |oT service provider

Policy for loT security

Protection of logs

Organization of loT security

Use of suitable networks for the loT systems

Asset management

Secure settings and configurations in delivery of loT devices
and services

Equipment and assets located outside physical
secured areas

User authentication

Secure disposal or re-use of equipment

Provision of software and firmware updates

Learning from security incidents

Sharing vulnerability information

Secure loT system engineering principles

Security measures adapted to the life cycle of loT system and
services

Secure development environment and procedures

Guidance for loT users on the proper use of loT devices and
services

Security of loT systems in support of safety

Determination of security roles for stakeholders

Security in connecting varied loT devices

Management of vulnerable devices

Verification of loT devices and systems design

Management of supplier relationships in loT security

Monitoring and logging
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Security controls for loT user

Information security in loT devices

Contacts and support service

Deactivate unused devices

Initial settings of loT device and service
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Privacy controls for loT service developer and |loT service

Prevention of privacy invasive events

Secure disposal or re-use of loT device

provider

Fail-safe authentication

loT privacy by default(F£2{@)

Minimization of indirect data collection

Collection and use of personal data(3L£2{@)

Communication of privacy preferences

Verification of loT functionality

Verification of automated decision

Consideration of loT users

Accountability for stakeholders

Management of loT privacy controls

Unlinkability of PII

Unique device identity(3£2{@&)
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Privacy controls for loT user

Pll protection in loT devices

User consent

Certification/validation of Pll protection

Connecting with other devices and services
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